
TITLE: MAKING THE SMART GRID MORE ROBUST 

 

Electricity generation, distribution, supply and consumption is a major feature of modern economies 

and is undergoing very rapid change. Governments strive to reduce costs (to benefit the consumer) 

and to increase efficiency (to benefit the environment) by opening up parts of the formerly closed 

electricity system to new entrants. Disaggregation has increased competition, thereby putting 

downward pressure on prices, and has penalised market players having lower efficiencies. 

Meanwhile, the need to reduce carbon emissions encouraged the development of new Distributed 

Energy Resources, like solar and wind farms, increasing diversity of supply but also making control 

of the electricity network more challenging. 

Many supply companies incentivise their customers to introduce smart meters in their homes, by 

offering reduced tariffs in return for energy usage information. The resulting complex system is 

termed the smart grid. 

 
The threats faced by the smart grid are many and varied, and new ones regularly come to light. 

Increasingly, Advanced Persistent Threat (APT) actors seek to undermine smart grids. A major 

challenge when hardening the smart grid is the need for stakeholders to cooperate to thwart attacks, 

while not harming either stability of supply or their own commercial interests. The physical 

infrastructure of the smart grid is vulnerable to sabotage, but the communications infrastructure is 

also vulnerable to more subtle attacks, and its economic and social value makes it a very tempting 

target for adversaries. 

 
This PhD topic seeks to model the threats faced by the smart grid in an open economy like Ireland, 

and to look at how modern security practices can help to improve its security. We believe in the 

following principles: 

 

• all interactions should require zero trust (assume the network has been breached already) 

• all data should remain encrypted in flight and at rest (decryption increases the attack 
surface) 

• privilege management should be strictly enforced (actions should be limited only to those 

permitted by the data owner, even when any data is passed on to third parties) 

 
Some of these require new system models (which can be used to find where security weaknesses 

exist) and others require modern cryptographic techniques like zero knowledge proofs (e.g., for 

authentication), homomorphic encryption (e.g., for robust data processing) and distributed trust 

management that goes beyond key exchange. All of this needs to take account of the computing 

and networking resource limitations at the network edge, the need for self-management because 

of the challenge of maintaining large numbers of smart grid nodes and their operations, and 

ensuring low latency in support of timely delivery of the real-time security-, control- and data-related 

messages that underpin modern smart grids. 

 
Contact Dr. Lei Shi: e. Lei.Shi@itcarlow.ie. 
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